
Managed Network Security and HIPAA
Products and Services Designed to Protect Your Business

Implement the Security Standard specifications 

HIPAA Benefit
Based on HIPAA 45 CFR Parts 160, 162, and 164 Health 

Insurance Reform:  Security Standards; Final Rule
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Understand technical infrastructure & security capabilities § 164.306(b)(2)

Comply with Administrative & Technical Standards § 164.306(C)

Entity must implement the implementation specifications § 164.306(d)(2)

Security must provide continuous protection § 164.306(e)
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Must prevent, detect, & contain security violations § 164.308(a)(1)(i)

Conduct accurate assessment of risks and vulnerabilities ! § 164.308(a)(1)(ii)(A)

Implement security measures to reduce vulnerabilities ! § 164.308(a)(1)(ii)(B)

Review access logs, access reports, & incident tracking ! § 164.308(a)(1)(ii)(D)

Implement access authorization § 164.308(a)(3)(ii)(A)

Electronic protected health information isolation § 164.308(a)(4)(ii)(B)

Security awareness training § 164.308(a)(5)(i)

Detect, guard against, & report malicious software § 164.308(a)(5)(ii)(B)

Report login discrepancies § 164.308(a)(5)(ii)(C)

Password management § 164.308(a)(5)(ii)(D)

Report on security incidents ! § 164.308(a)(6)(ii)

Emergency mode operations ! § 164.308(a)(7)(ii)(C)

Perform periodic security evaluation § 164.308(a)(8)

Permit business associates to transmit PHI under § 164.341(a) § 164.308(b)(1)
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Implement policies & procedures for granted access § 164.312(a)(1)

Assign unique identifiers & track ! § 164.312(a)(2)(i)

Implement encryption § 164.312(a)(2)(iv)

Implement audit systems § 164.312(b)

Protect PHI from improper alteration or destruction § 164.312(c)(2)

Implement access authentication § 164.312(d)

Guard against unauthorized network access to PHI § 164.312 (e)(1)

Protect electronic PHI from improper modification § 164.312(e)(2)(i)

Encrypt electronic PHI § 164.312(e)(2)(ii)

The final rule adopts both ‘‘required’’ and ‘‘addressable’’ implementation specifications.  ‘‘Addressable implementation specifications’’ provide 
additional compliance flexibility.  If a given addressable implementation specification is determined to be reasonable and appropriate, the 
covered entity must implement it.
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